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Purpose

The purpose of this policy is to confirm Heritage Multi Academy Trust’'s commitment
against fraud.

The fulfilment of this Anti-fraud, Corruption and Bribery Policy will assist in the delivery
of effective risk management, on which the Trust has produced its own separate policy.

Introduction

The Trustees are determined to demonstrate that they will not tolerate fraud,
corruption, or abuse of position for personal gain, wherever it may be found, in any
area of trust or school activity.

The Trustees consider that all instances of fraud, corruption and other dishonesty
endanger the achievement of the Trust’'s policies and objectives as they divert its
limited resources from the provision of education. There is a clear recognition that the
abuse of the Trust’s resources, assets and services undermines the Trust’s reputation
and threatens its sound financial standing.

This Policy sets out the Trust's main objectives for countering fraud and corruption.
This policy -

o Defines fraud, corruption, and bribery

¢ Identifies the scope of the applicability of the policy

o Sets out the Trust’s intended culture & stance against fraud, corruption, and bribery
¢ Identifies how to raise concerns and to report malpractice

e Sets out responsibilities for countering fraud

Definitions

Fraud
Fraud is a range of abuse and malpractice that is covered by the Fraud Act 2006.

Fraud can be defined as an abuse of knowledge or financial position that is done
deliberately to create a financial gain for the perpetrator or for a related person or entity
and / or cause a loss to another. It can take place in many ways; withholding
information, deliberately misleading, misrepresenting a situation to others or by abuse
of position. Irrespective of the definition applied, fraud is always deceitful, immoral, and
intentional and creates a financial gain for one party and / or a loss for another.

Gains and losses do not have to be direct. A gain to a related party or company through
intentional abuse of position, albeit not directly to the officer involved, is still fraudulent.
In the same way, using the Trust's name to procure personal goods and services is
also fraudulent; where there is deliberate abuse of position to make a gain in the form
of goods and services at a discount price or to get the Trust to pay for them._There is
a requirement for the Trust to declare/seek approval for any transactions with related
parties to/from the DfE as per the Academy Trust Handbook.
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Corruption

Corruption is the abuse of entrusted power, position or influence for private gain. This may
involve acting improperly in order to benefit oneself or another person or organisation.
Corruption can occur with or without financial gain and may include non-financial benefits
such as preferential treatment, influence, access, or advantage.

Examples of corruption include (but are not limited to):

awarding contracts or favouring suppliers due to personal relationships or
undisclosed conflicts of interest

influencing recruitment, promotion or disciplinary decisions for personal benefit
accepting gifts, hospitality or incentives that could improperly influence decision-
making

deliberately failing to declare a conflict of interest

misuse of authority to secure advantages for oneself, family members or associates

Corruption may overlap with fraud and bribery but does not always involve direct financial
loss or payment.

Bribery

3.4

3.5

4.1

4.2

There are four key offences under The Bribery Act 2010:

bribery of another person (section 1)
accepting a bribe (section 2)

bribing a foreign official (section 6)

failing to prevent bribery (section 7)

Bribery is not tolerated. It is unacceptable to:

give, promise to give, or offer a payment, gift or hospitality with the expectation or
hope that a business advantage will be received, or to reward a business
advantage already given

give, promise to give, or offer a payment, gift or hospitality to a government official,
agent, or representative to "facilitate" or expedite a routine procedure

accept payment from a third party that you know, or suspect is offered with the
expectation that it will obtain a business advantage for them

accept a gift or hospitality from a third party if you know or suspect that it is offered
or provided with an expectation that a business advantage will be provided by us
in return

retaliate against or threaten a person who has refused to commit a bribery offence
or who has raised concerns under this policy (see the Whistleblowing Policy).

Scope of Policy

The Policy applies to all members of the Board of Trustees, Members, Governors, and
all employees (full time, part time, temporary and casual) who work for the Trust.

The Trust expects that individuals and organisations (e.g., partners, suppliers,
contractors, and service providers) with which it deals will act with honesty and
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4.3

4.4

4.5

5.1

5.2

5.3

integrity, according to the principles set out in our codes of conduct for their role. and
without thought or actions involving fraud and corruption. Where relevant, the Trust will
include appropriate clauses in its contracts about the consequences of fraud, bribery,
and corruption. Evidence of such acts is most likely to lead to a termination of the
particular contract and will normally lead to prosecution.

The Trust recognises the importance of the seven principles of public life defined by
the Nolan Committee 1995, and expects all governors, employees and those acting as
its agents to conduct themselves according to them. The seven principles are worthy
of being read by all:

Honesty - Holders of public office have a duty to declare any private interests relating to
their public duties and to take steps to resolve any conflicts arising in a way that protects
the public interest

Integrity - Holders of public office should not place themselves under any financial or other
obligation to outside individuals or organisations that might influence them in the
performance of their official duties

Selflessness - Holders of public office should take decisions solely in terms of the public
interest. They should not do so to gain financial or other material benefits for themselves,
their family, or their friends

Objectivity - In carrying out public business, including making public appointments,
awarding contracts, or recommending individuals for rewards and benefits, holders of
public office should make choices on merit

Openness - Holders of public office should be as open as possible about all the decisions
and actions that they take. They should give reasons for their decisions and restrict
information only when the wider public interest clearly demands

Accountability - Holders of public office are accountable for their decisions and actions
to the public and must submit themselves to whatever scrutiny is appropriate to their office

Leadership - Holders of public office should promote and support these principles by
leadership and example

Through observance of these principles, the Trust requires the Trustees, members,
governors, employees, and its agents to be alert to the possibility of fraud, corruption
and dishonesty in all their dealings.

The Trust also requires that those employees responsible for its systems and
procedures should design and operate systems and procedures which endeavour to
minimise losses due to fraud, corruption, and other dishonest action and abuse.

Culture & Stance Against Fraud & Corruption

The Trustees of Heritage Multi Academy Trust are determined that the culture and tone
of the organisation will be one of honesty and opposition to fraud and corruption of any
kind.

The Trustees expect that all Trustees, Members, Governors and employees at all
levels will lead by example in ensuring adherence to legal requirements, financial rules,
codes of conduct and prescribed procedures and practices.

The Trust implements and maintains systems of accountability and control to ensure
that its resources are properly applied in the way it intended. These systems include,
as far as is practical, adequate internal controls to detect not only significant errors but
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also importantly, fraud and corruption.

54 The Trust’s Finance, Audit and Risk Committee is responsible for overseeing internal
control, financial management and investigations.

6. Roles and responsibilities

6.1 CEO/Accounting Officer

Maintain oversight of the trust’s financial transactions, including the implementation
of robust internal controls

Ensure compliance with the Academy Trust Handbook

Ensure all staff, trustees, local governors and volunteers are aware of their
responsibilities under this policy

Develop and maintain internal financial controls

Ensure financial records are full and accurate

Maintain the trust’s risk register

Provide advice and guidance on fraud prevention and detection

Lead or coordinate fraud investigations as appropriate

6.3 Headteacher/Principal

Put in place robust internal financial procedures and controls to prevent fraud [can
be delegated to the school business professional, if you have one — see section
4.2]

Make sure all staff are aware of and follow this policy and the Trust’s financial
procedures, including internal controls to prevent and detect fraud

Conduct preliminary enquiries into reports of suspected fraud or suspected
attempts of fraud [can be delegated to the school business professional, if you have
one — see section 4.2]

Reporting suspected fraud to the local authority’s audit team

Take appropriate disciplinary action where fraud, or an attempt to defraud, by a
member of school staff is proven

Take appropriate action if a volunteer is found guilty of fraud or attempted fraud

Report cases of suspected fraud or attempts to defraud the governing body, the
local authority and other relevant external authorities, such as the police, if
appropriate

6.4 School business professional

Establish and maintain robust financial procedures and controls to prevent fraud

Conduct preliminary enquiries into reports of suspected fraud or suspected
attempts of fraud

6.5 Governors/Trustees

Act in accordance with the 7 Nolan principles of public life

Maintain a basic understanding of the school's financial cycle and legal
requirements on accountability, spending and procurement
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e Oversee school spending

e Seek assurance from the headteacher/principal and senior leaders that the school
has adequate financial controls, also policies and procedures that are robust,
understood and adhered to by all staff and volunteers

¢ Regularly review and approve the fraud policy and response plan

e Take appropriate action if a governor/trustee is found guilty of fraud or attempted
fraud

6.6 All school staff and volunteers
e Act with integrity and honesty

e Comply with the school’s financial regulations, staff code of conduct and all other
relevant policies and procedures

¢ Are vigilant, and report any suspicions of fraud, bribery or corruption immediately
in accordance with the procedures outlined in this policy

o Co-operate fully with any formal investigation

7. Prevention

7.1 Procurement
All procurements must follow the Trist’'s procurement procedures.

All suppliers and providers are subject to robust due diligence to ensure they are not a fraud
threat.

7.2 Cyber fraud

The Trust's is working towards meeting the Department for Education’s cyber security
standards. All new starters receive cybersecurity training, and all staff at all levels
attend regular up-to-date ‘refresher’ training.

The Trust enforces strong password policies, and any employee who leaves has their
account(s) disabled and permissions immediately removed from the school’s digital IT
systems.

Malware

Malware is a collective term for a range of online threats including:

e viruses
e spyware
e adware

e ransomware

It is malicious software which can cause harm to or impede the use of a computer, server, or
network infrastructure with or without the knowledge of the user. This could lead to
user harm.

Cybercriminals typically use malware to access and extract data, which they use to make
financial gain from their victims.

An example of malware is ransomware. This involves cybercriminals blocking organisations
from accessing their own files and a ransom is then demanded to regain access to the
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files. This is a risk for the education sector, which holds lots of sensitive information,
including data relating to children. It can also prevent providers from being able to
operate effectively, if, for example, it is impossible to access files such as lesson plans.

A malware attack can happen if a user:

opens a malicious attachment or link, assuming it is legitimate

visits an infected website, leading to malware being downloaded and installed without
the user’s knowledge — once on the system, if the malware is not identified and dealt
with swiftly, it can easily spread without user interaction and infect multiple networks

Cybercriminals sometimes target organisations when they are at their most vulnerable.

Providers should:
be especially vigilant during holiday periods when they might have limited staffing

make sure they are aware of any minimum cyber standards they need to meet in their
sector in order to qualify for funding or be eligible for insurance should they be the
victim of a cyber-attack

Artificial intelligence (Al)
Al can be of real benefit when used appropriately and effectively but is also a new tool

fraudster can use to deceive.

Al enables fraudsters to impersonate others by creating deep fake videos and clone

voices. This can convince victims that the person or situation they are dealing with is
genuine. Al also makes it easier to combine real and fake data and to create realistic
forged documents that can be used to verify identity or provide certification.

In the education sector Al is a real threat with regard to the:

use of copied or impersonated voices and imagery with the aim of extorting money and
causing reputational damage — impersonating educational leaders such as CEOs,
principals and trustees is a significant fraud risk in the education sector according to
research from Lloyds and TSB bank

authenticity of work submitted by students
creation of certificates evidencing qualifications
creation of content potentially harmful to young people

The Public Sector Fraud Authority’s Introduction to Al with a focus on counter fraud
has more information.

7.3 Financial control measures

The Trust has adequate arrangements in place to safeguard against fraud and attempts to

defraud. These include:

The following list includes examples of best practice and is not intended to be exhaustive

Financial management checks, reconciling accounts at the end of each month and
keeping an audit trail of documents

Separation of duties, so no one member of staff is responsible for both validating and
processing a transaction — for example, certifying that goods have been received and
making the payment for them

Strictly limited access to systems for authorising and making payments
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Spot checks on systems and transactions

Investigation and logging of every incident of irregularity, including instances of
attempted fraud

Making staff members’ financial responsibilities clear through written job descriptions
and desk instructions

7.4 Fraud awareness training

Fraud awareness is something we all need as individuals and as part of our roles in

organisations we work for.

Fraud awareness isn’'t just knowing that fraud can happen. It is about understanding why it

happens, how it happens, what signs to look out for, how to deal with those signs, and
knowing how to prevent fraud.

Fraud awareness is about educating individuals and organisations to understand what fraud

looks like, as well as realising the impact fraud can have.

Staff at all levels are trained to be aware of fraud, including emerging and new
technology-based frauds, (such as cyber fraud, see section 7.2), to help create a
counter-fraud culture where challenge and reporting are encouraged.

Staff with higher levels of financial responsibility are encouraged to attend external
counter-fraud events and training sessions as part of their ongoing professional
development.

7.5 Testing
Internal systems are regularly tested to assess robustness against fraud and error. Testing is

8.1

9.1

10.

10.1

10.2

carried out by the CFO and external/internal audit].

Facilitation Payments

Facilitation payments are not tolerated and are illegal. Facilitation payments are
unofficial payments made to public officials to secure or expedite actions

Gifts and Hospitality

This policy is not meant to change the requirements of the Trust’'s approach to gifts
and hospitality as set out within the Gifts and Hospitality Policy. These make it clear
that all offers of gifts and hospitality of a value of £25 or over should be registered
whether they are accepted or not.

Raising Concerns

Trustees and employees are an important element in the Trust’s defence against fraud
and corruption; they are expected to raise any concerns that they may have on these
issues where they are associated with the Trust’s activities.

The Trust's Executive Leadership Team and Trustees will be robust in dealing with
financial malpractice of any kind.
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10.3 Trustees and employees of the Trust should follow the guidance issued in the
Whistleblowing Policy.

10.4  All concerns reported, by whatever method, will be treated in confidence and will be
reviewed and investigated by a member of staff deemed to be appropriate and best
placed to do so. This may mean that, depending on the level, type and details of the
concerns you raise, that concerns are investigated by the Trust's senior managers,
Trustees or in the case of very serious concerns, the Police.

10.5 Heritage Multi Academy Trust is obliged to report to the DfE, as soon as is operationally
practical, all instances of fraud that are over £5,000 in value (individually or
cumulatively) in any financial year or are ‘systematic or unusual’ in nature regardless
of their value.

10.6 If the suspicion involves both the headteacher/principal and school business
professional/other senior leader, the report should be made to the chair of
governors/chair of trustees directly.

10.7 Reports should ideally be in writing, detailing the nature of the suspicion and all
individual(s) involved (if known). Anonymous reports will be considered, but may be
more challenging to investigate.

10.8 All reports will be treated with the utmost confidentiality, consistent with the need to
conduct a thorough investigation.

10.9 The identity of the person(s) making the report will be protected, as far as practically
possible.

11. Fraud response plan

11.1 Investigation procedures
Once a report is received, the Trust will take the following steps:
Initial assessment:

e The headteacher/principal and/or school business professional (or chair of
governors/trustees, as appropriate) will immediately conduct an initial assessment of
the allegation, to determine its credibility and potential impact on the school/Trust. This
may be financial, reputational, societal, human.

e The headteacher/principal (or chair of governors, as appropriate) will immediately
inform the governing board if the suspicion appears credible, and can be backed up
by evidence

e The headteacher/principal (or chair of governors, as appropriate) will immediately
inform the Trust Board.

Securing evidence:

e The headteacher/principal and/or school business professional (or chair of
governors/trustees, as appropriate) will take immediate steps to gather and secure all
relevant evidence (for example, financial records, computer files, physical assets) to
prevent its destruction or alteration

o The headteacher/principal (or chair of governors/trustees, as appropriate) may take
the decision to restrict access to relevant financial systems

Formal investigation:

This will be carried out by the Trust’s internal audit/central team. All school staff, governors
and volunteers are expected to co-operate fully when required to do so.

11.2 Reporting to the police

If there is evidence of criminal activity, the headteacher/principal will submit a report to Report
Fraud on 0300 123 2040, or via the Report Fraud website.

This decision will be made by the CEO, in consultation with the chair of trustees.
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11.3 Additional reporting requirements
It is also important to report a fraud to any organisation(s) that might be related to how the
fraud has been committed/the type of fraud. Examples might include:
e An attempt to take money — inform the Trust’s bank or credit card provider

¢ An attempt to steal the identity of an individual or the credentials of the school/Trust —
inform relevant government departments or public bodies such as HMRC, the
Department for Work and Pensions (DWP) or the Department for Business and Trade
(DBT)

¢ Aninternet or phishing scam — you can report as a cyber incident here.You can forward
suspicious emails to: report@phishing.gov.uk and forward texts to: 7726.

e A data breach — may need to be reported to the Information Commissioner’s Office
(ICO)

e Using a particular online platform — inform the provider of the platform, e.g. the social
media company

¢ Animpact on an insurance policy — inform the insurance company
e Misuse of official certificates — inform the relevant awarding body

e Exploitation of the friends and/or family of the victim(s) whose details have been
obtained via fraud — warn these people along with organisational contacts (such as
contractors), whose details might have become known to or compromised by
fraudsters

11.4 Suspension

If there is a reasonable suspicion that an employee has committed fraud, the employee may
be suspended in accordance with the Trust's disciplinary policy. This is not an
assumption of guilt.

If there is reasonable suspicion that a governor/trustee has committed fraud, they will be
suspended in accordance with The School Governance (Roles, Procedures and
Allowances) (England) Requlations 2013.

11.5 Disciplinary action

If the formal investigation concludes that fraud (or attempted fraud) has been committed by a
member of Trust staff, the Trust will take disciplinary action in accordance with the staff
disciplinary policy.

Fraud is a serious offence and will typically lead to gross misconduct proceedings, which may
result in dismissal.

Any disciplinary action will be separate from, but may run in parallel with, any criminal
investigation.

Governors/trustees who are found guilty of fraud will be removed in accordance with The
School Governance (Constitution) (England) Regulations 2012 (see schedule 4 for the
list of disqualifications).

11.6 Recovery of losses
The Trust will take all reasonable steps to recover any funds or assets lost due to fraud. This
may include:
e Seeking restitution from the individual(s) involved

e Pursuing civil legal action
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¢ Claiming on the school's insurance policies (if applicable)

12. Responsibility for this Policy

12.1 The Chief Executive Officer (CEO) in conjunction with the Chief Financial Officer
(CFO), has overall responsibility for the maintenance and operation of this policy.

12.2  This policy will be reviewed annually, and any significant amendments proposed to the
Board. The Trust’s arrangements for the deterrence, prevention and detection of fraud
will be regularly reviewed by those officers charged with responsibility for the policy.

13. Guidance

> Schools financial value standard (SFVS) — which sets out the financial health and
resource management standards schools need to confirm they have met in the schools
financial value standard

> Fraud awareness: good practice for education and training providers — guidance to help
schools and trusts manage the risk of fraud

> The School Governance (Roles, Procedures and Allowances) (England) Regulations
2013

The School Governance (Constitution) (England) Requlations 2012

Links to other policies:
e Scheme of Delegation
e Financial Management Policy

e HR policies
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